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Black‐box testing tools

Commercial tools on custom evaluation site

Overall detection rate for all tested scanners



Reactive vs proactive security
Attack graph model

 Reactive strategy performs as well as 
proactive if

– No catastrophic attacks
– Defense budget is fungible

 Reactive requires less information
– Need not know entire attack graph
– Need not know attacker’s utility function

 Problem: Can a reactive 
security strategy be an 
effective defense?

 Solution: Game-theoretic 
analysis, using 
multiplicative update 
method from economics

– Intuition: attacker is like an 
“investment expert” who 
tells defender where to 
invest in defenses

– Discount past attacks 
exponentially to achieve 
strategy competitive with 
proactive benchmark
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Reactive Security

• How effective is reactive security?

• Some factors that matter:
– Low probability catastrophic attacks

– Liquid budget vs large one‐time expenses

– Attack costs linear in defense investments

• One positive result
– Under certain assumptions, reactive defense is 
competitive with best proactive strategy



How could this be useful?

• Proactive Security > Reactive Security?
– Proactive ⇒ predict the future ⇒ hard

– Reactive ⇒ learn from the past ⇒ easier

• Enterprises must allocate limited resources
– How much is it worth paying to find attacks in 
advance?

– For which kind of threats?



Framework

• Game‐based model
– “Attack graph” model, some parts known to 
attacker but not defender

• Study competitive “return on attack” (ROA)
– Learning‐based reactive strategy to be 
competitive with the best fixed proactive defense 

– Competitive ratio 
(proactive ROA)/(reactive ROA) ≤ 1 + , 

provided the game lasts Ω(1/) rounds
Proof leverages multiplicative update method, used in investment theory



Adversarial Metrics

• Attacker profit
payoff from attack − cost to mount attack

• Return‐on‐attack
payoff from attack / cost to mount attack



Attack graph



Model: Directed Graph

• Edges provide an “attack surface”
– Bigger attack surface ⇒ costs more to defend

– Defender allocates budget over edges

• Nodes have value (to the attacker)

• Attacker selects attack path
– Pays to cross each edge, gains rewards along the 
way



Repeated Game

• In each round t from 1 to T:
– The defender chooses defense allocation dt(e) 
over the edges eE

– The attacker chooses an attack path at in G

– The path at and attack surfaces {w(e) | eat} are 
revealed to the defender

– The attacker pays cost(at , dt) and gains payoff(at)



Learning Reactive Strategy

• Intuition: Reinforce edges used in attacks
– Shift defense budget to counter observed attacks

– Harder for attacker to mount same attack

• How quickly to re‐allocate budget?
– Too fast: attacker can cycle through lucrative 
attacks

– Too slow: attacker can repeat lucrative attacks



Technique: Experts Learning

• Algorithm from online learning theory

• Multiplicative update

• Property: Regret minimization



Reactive Strategy



Positive Result



Return on Attack Is Similar

• For all sequences of attacks,

– For all α > 0, for sufficiently large T



Generalizations

• Reactive requires less information
– Need not know entire attack graph

– Need not know attacker’s utility function

• Replace “graph” with “Datalog program”
– Edges become inference rules

– Attacks become proofs



Reactive Sometimes Better



Conclusions

• Don’t discount reactive security
– Observing attacks can be useful
– Avoid myopic reactive strategies

• Consider investing in agility and monitoring
– Instead of finding yet more vulnerabilities
– Defend against real (not theoretical) attacks

• Some threats and defenses outside this model
– Low probability catastrophic attacks
– Some defensive investments are not fungible





Result: Reactive ≥ Proactive ‐ ε

• For all sequences of attacks,

– d* is the best possible time‐independent defense

– T is the number of rounds, B is defender budget, E 
is edge count


