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CAPTCHA

Completely Automated Public Turing test to

tell Computers and Humans Apart
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Choose your user ID and password - All fields are required

Create your eBay user 1D
" Check availability |

Learn more about creating great user [Ds

Create your password
JU seQure passwords

Re-enter your password

Pick a secret question
Select your secret question...

COI

Your secret answer

Date of birth - -
-~Monmh-- & --Day-- &4 Year Yyvyy

The not-so-fine print

For added security, please enter the verification code hidden in the image.

282007

Refresh the image | Listen to the venfication code

'l agree that:
o | accept the User Agreement and Privacy Policy

« | may receive communications from eBay and can change my notification preferences in My eBay.
o I'm at least 18 years old,
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-~Monmh-- & --Day-- &4 Year Yyvyy

The not-so-fine print

For added security, please enter the verification code hidden in the image.

28w07 |

Refrash the image

| agree that:
o | accept the User Agreement and Privacy Policy
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Audio Security Measure

Click the "Play audio" link and listen to the verification code. Type the code you hear into the box below, then click the Submit button.

If you have trouble hearing the verification code, press the "Play audio" link again.

Play audio

Enter verification code:

_Submit_

| Cancel
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P In order to prove to us you are not a robot,
select the three hot people:

maeat me maat mes

]
-

meast me meest mMe

meet me
meet me

|_switch to men |

_Submit Proof | am Human
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I In order to prove to us you are not a robot, —
select the three hot people:

— =—

R ———

No premium user, Please enter the one that can NOT be
created from the unfolded pattern. 29 seconds remain.

Download via Cogent 22 |

meet me

|_switch to men |

_Submit Proof | am Human
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I In order to prove to us you are not a robot, ——————=—— — — —

e uepen | No premium user. Please enter the one that can NOT be
created from the unfolded pattern. 29 seconds remain.

) Bees

() TOMSKO 33DPErnc TPHPOBAHHEM NONBIOBATENAM

| O Hiwomy

|_switch to men |

| Submit Proof | am Human

lim Inj 2+ , farctgx - sin—

| x=0 e X BeeanTe oTeeT
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e uepen | No premium user. Please enter the one that can NOT be
created from the unfolded pattern. 29 seconds remain.

- Country code + mobile phone United States
numbet

1

Enter the characters for the |
"Jf'_-ymbuls shown in the box | ‘

A O v

| Beeante oTBeT

O=d Q=X ""—'e o)=M Jd = 1

|
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Home Profile Find People Settings Help Sign out

That's you!

http://www.youtube.com
/watch?v=xIxDJof7xxQ video that
demonstrate HTML5 upcoming
features

OAuth 2.0 Draft is out. OAuth is the protocol used by Twitter
to authenticate app. Get ready to update your code :)
http://bit.ly/9cO2cH

A great visualization of HTMLS and CSS3 features readiness
http://bit.ly/9pWA17

RSnake Gotta love Chrome: http://ha.ckers.org
/blog/20100414/chrome-phishing/
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twitter: follower: ...

home ¢ login

Welcome to Twitter Follower

/ Jonn ChOw SBIOgSINOY;

Il o] 0:25/1:50 n—@)

I ‘ Y[' ' Register Now

:
asp ~ oI O

Name

Email

r‘/R 3 \\
( Register )

Twitter Follower - One of the best methods to get more followers, make money online
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twitter: follower: ...

home ¢ login

Welcome to Twitter Follower

Get 100 Twitter Followers Free!

We find high quality, real people, active followers for you, they all willing to follow you, and listen to you

We can target keywords, find people talking about your keywords on twitter and turn them into your
followers
We can target people, e.g. famous people, guru, expert or your competitor, and turn their followers into yours
We can also target geo-location, find people live in your targeted city/country, and turn them into your
followers

Free Signup

Send only 1 tweet to your account, you will recieve 100 followers from us, Free!

Twitter Username:

Twitter Password:

RT I use http://g22.ca/8J8aDs to Get 100's of

Twitter Followers, Free!

“Signup )
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home ¢ login

Welcome to Twitter Follower

twitter: follower: ...

Get 100 Twitter Followers Free!

Get short, timely messages from Kalam Uddin.

Have an account? Sign in

Twitter is a rich source of instantly updated information. It's easy to stay updated on an
incredibly wide variety of topics. Join today and follow @kalamuddin1.

Giveitatry»

@kalamuddini/free-follower

World is beautiful

FreeFollowers RT @teenalign: @NASA is there any hd video of
the spacewalk

R

FreeFollowers RT @teenalign: Forget about all the reasons
why something may not work. You only need to find one good
reason why it will.

R

FreeFollowers RT @teenalign: A man can fail many times, but
he isnt a failure until he begins to blame somebody else.

R

FreeFollowers Check Our Profile On ReTwtr!
www.ReTwtr.com/FreeFollowers

fee%
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This list was created by
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JOin m comersa'ﬁon Already on Twitter? Sign in.

14 Already use Twitter on your phone? Finish signup now.

Full name bli

Username blibli32

Are you human?
Before we create your account, we need to make sure you're not a computer.

Can't read this?
- -a
m =~ Gettwo n

Type the words Help
above

By clicking on "Create my account” below, you are agreeing to the Terms of
Service above and the Privacy Policy.

Create my account




View Photos of Me (1)

View Videos of Me (1)

Edit My Profile

No, | don't wear a blackhat !

It is not my fault is everything
| touch breaks

Information
Networks
EPITA Alum
Stanford Alum
Birthday

June 1
Current City

Palo Alto, CA

Friends
183 friends See All
Vincent Arturo Cregory
Vergonje Bejar Charbonn
anne eau
@ .

l L e ™ g
Mathieu Ariane Etienne
Arnold Laffon Gérain

Attach: H N E 67]

Elie Bursztein Totally awesome skydiving prank :)

Prank

A
Amir

* Apr

auvdncne

War 8: The Skydiving Prank - CollegeHumor video
S the Tirst aerial attack in the war's four-year hist

www.collegehumor.com

| 25 at 9:43pm via yoono & - Comment - Like - Cet Yoono

(}l Alexander A. Veith likes this.

Write a comment...

Y

Elie Bursztein is looking for a way to store and share pdf/doc
across multiples computers and the iphone ipad. So far | found

three ways : Coogle Doc, Evernote and DropBox. Any suggestion ’

TEN R B

Write

.

4 at 6:59pm via yoono - Comment - Like

<

Vincent Hanquez get rid of the ipad, use a free solution
instead )

A t 2°'30

April 25 at 2:30am - Delete

Elie Bursztein Does change the issue to store pdf /
ebook online AA

April 25 at 2:05pm - Delete

Samuel Pasquier dropbox is the most convenient.
April 25 at 3:05pm - Delete

Elie Bursztein Okay. | will git it a try. It seems that you
can sync up your google docs with some ipad readers :) |
wonders if it works we google apps.

4 minutes ago - Delete

a comment

@ Elie commented on Nicolas Noble's status.

@ Elie commented on Arturo Bejar's link.

2 more similar stories
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”TQ Elie Bursztein | think | found the ideal USB backup drive :) The
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social.

Front Page Services

Press Release Distribution
Facebook Marketing Services
Twitter Marketing Services

YouTube Marketing Services

About Us

FOLLOWERS?
Y THEM NOW!

AT k1 5 RAN N

B piHA O

Aﬂ‘lOld

sztein, S. Bethard, C. Fabry, J. Mitchell, D. Jurafsky

FRONT PAGE SERVICE PRESS RELEASES BLOG FAQ CONTACT

SAVE ON FAGEBOOK FAN PAGKAGES

10%
OFF!

facebook marketing services...

BUT ONLY UNTIL THE END OF APRIL!

Want to know how to get more Facebook fans? Simple -- buy targeted fans from us in packages
starting at 1,000 for a small investment. You know you can't pass this up.

Did you know that Facebook has recently been valued at $16 billion? Do you have any idea why a community site like
this could be worth so much? It's simple - because it's a massive advertising platform.

You can take advantage of this by connecting with thousands of potential fans of your product, service or cause by
investing in packages of targeted, real Facebook fans delivered to your fan page on Facebook. Only uSocial.net can
offer you all of this:

Why Should You Invest in Facebook
Fans from uSocial.net?

*100% real, targeted fans.

* Delivered to your Facebook fan page.

* Targeting based on industry, interest groups and/or geo-location.
* Fans we deliver are yours, forever.

*Guaranteed delivery. We don't deliver, you get a refund.

* Secure: We won't ask you for your account password.

* Over-delivery: We usually deliver more than you pay for

* Most powerful form of social marketing available!

| think | f deal USB backu

new version (64GB) wuwwwwm
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facebook

Facebook helps you connect and share with Sign Up
the people in your life. It's free and anyone can join

Security Check
£nter both words below, separated by a space
Can read the words below? Try diferect words or 30 3udo captcha.

< Back

By dkdng Sion Up, you ik PR I you have read and agmee 10 the Terma of Use ax
Prvcy Pokky.
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Outline

® Study methodology
® Population demography

® Captcha measures
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Accuracy
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Accuracy

Solving time
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The supply chain

Websites
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The supply chain

Websites \ ’Paper

i

Scraping
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The supply chain

: N Paper
Websites \/ P

Scraping
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The supply chain

. % Paper
) Websites \/ P

Scraping Data Mining
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Scraping

® Alexa top 50

® )3 scheme

® |0 000 captcha samples

® Custom scraper
® Cookies
® Javascript events
® |p rate limiting

® User agent
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Scraping

® Alexa top 50

® )3 scheme

® |0 000 captcha samples

® Custom scraper
® Cookies

® Javascript events

® |p rate limiting

® User agent
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captcha.net
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RAr3 Baidu

captcha.net

eBay
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captcha.net

eBay

Digg
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Precision is costly
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Precision is costly

0.19% Precision
accuracy

E. Bursztein, S. Bethard, C. Fabry, ]. Mitchell, D. Jurafsky How Good are Humans at Solving CAPTCHAs? A Large Scale Evaluation htt://l.tl/ |


http://dontrythisathome.com/decaptcha/
http://dontrythisathome.com/decaptcha/

Precision is costly

0.1% Precision Knowing the
accuracy probable answer
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0.1% Precision Knowing the
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Precision is costly

captcha
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Underground API

Captcha-Bypass. CAPTCHA ends here.

Captcha-Bypass benefits

We offer the least price comparing to our
competitors: from $0.005 per CAPTCHA

Qy iMacros support

Q? Success rate is about 95-100%

o T [LI"'s Order CAPTCHAs Now

E. Bursztein, S. Bethard, C. Fabry, J. Mitchell, D. Jurafsky

Get tired of CAPTCHAs or cannot enter them? We have a ready solution for you.

How Good are Humans at Solving CAPTCHASs? A Large Scale Evaluation

We solve all CAPTCHAs. From any site. Yes,
24/7.

Integration with many programming
languages: .NET, PHP, C++, Java

Great response time: about 5-15 seconds

http:/ly.tl/p| |
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MTurk by Amazon

Make Money Get Results
by working on HITs

HITs - Human Intelligence Tasks - are individual tasks that
you work on. Find HITs now.

Ask workers to complete HITs - Human Intelligence Tasks - and
get results using Mechanical Turk. Reqgister Now

As a Mechanical Turk Worker you: As a Mechanical Turk Requester you:

® Have access to a global, on-demand, 24 x 7 workforce

® Get thousands of HITs completed in minutes
® Pay only when you're satisfied with the results

® Can work from home
® Choose your own work hours
® Get paid for doing good work

Earn Fund your Load your Get

Find an Work
account tasks results

interesting task money

©

Worker(s) Requester (us)
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Requester interface

Requester: Elie Bursztein Assignments Pending Review: 0

HIT Expiration Date: Apr 24 2010, 07:52 PM PDT Reviewed Assignments: 1214 Download results
Reward: $0.10 Remaining Assignments: 0

Assignments Requested: 1214 Remaining Time: Expired Add time
Description: Do 20 image captchas for us and answer few questions about yourself. Should take you between 1 and 3 mn. You might get a bonus of a 5% if

you do the task well.

Keywords: captcha, image, annotation, extraction, img, text, input, images, easy

) Stanford Unive

This CAPTCHA study is part of a Stanford projet designed to
We are going to measure how fast and efficiently you are at
Please belfore starting 1o solve captcha fill out the following ay

Gender
OMale O Female

Age

Education Level
Select One B

What is your native language?
Select One .

If English is not your native language, ho

What industry do you work in?
_ Select One

| was born in
United States

I am living in
United States

Roughly how many years have you been

E. Bursztein, S. Bethard, C. Fabry, ]. Mitchell, D. Jurafsky How Good are Humans at Solving CAPTCHAs? A Large Scale Evaluation htt;//l.tI/ |
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Worker interface

amazonmechanical turk

HITs

1

Your Account HITs Qualifications

Introduction | Dashboard | Status | Account Settings

Dashboard - Elie Bursztein (If you're not Elie Bursztein, click here.)

E. Bursztein, S. Bethard, C. Fabry, ]. Mitchell, D. Jurafsky

Rewards You Have Earned

Approved HITs
Bonuses

Total Earnings

160,530 HITs
available now

HITs You Have Accepted Value Rate HITs You Have Submitted

HITs Accepted 0 — HITs Submitted

... Submitted 0 - ... Approved

... Returned 0 - ... Rejected

... Abandoned 0 —_ ... Pending

Title Requester

Find 5 Number's Link & Get Money - 2 Kaan SAKA
11! Find broken links or repeated photos !!! - 4 Kaan SAKA
1! Find broken links or repeated photos !!! - 1 Kaan SAKA
11! Find broken links or repeated photos !!! - 3 Kaan SAKA
11! Find broken links or repeated photos Il - 2 Kaan SAKA

Test our website's functionality!

Check the Functionality of Our Site!

How Good are Humans at Solving CAPTCHAs? A Large Scale Evaluation

Viky Shamwow
John Pinskiy

Value
$0.00
$0.00
$0.00

Value Rate
0 -—
0 -
0 -
0 -

Elie Bursztein

0.00

Reward # of HITs

$3.50
$3.50
$3.50
$3.50
$3.50
$2.00
$2.00

N W b e e e e

http:/ly.tl/p| |
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Largest captcha experiment ever
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Largest captcha experiment ever

® 8 audio schemes
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Largest captcha experiment ever

® 8 audio schemes

® |3 images schemes
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Largest captcha experiment ever

® 3 audio schemes
® |3 images schemes

® |000 x 3 image captchas / scheme (bypass-captcha)
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® 8 audio schemes

® |3 images schemes
® |000 x 3 image captchas / scheme (bypass-captcha)
® 3500 x 3 audio captchas / scheme (MTurk)

How Good are Humans at Solving CAPTCHASs? A Large Scale Evaluation htt;/ / |r_| / P |
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® 8 audio schemes

® |3 images schemes

® |000 x 3 image captchas / scheme (bypass-captcha)
® 3500 x 3 audio captchas / scheme (MTurk)

® 5000 x 3 image captchas / scheme (MTurk)

How Good are Humans at Solving CAPTCHASs? A Large Scale Evaluation htt;/ / |t| / P |
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® 8 audio schemes

® |3 images schemes

® |000 x 3 image captchas / scheme (bypass-captcha)
® 3500 x 3 audio captchas / scheme (MTurk)

® 5000 x 3 image captchas / scheme (MTurk)

¢ 318000 captchas annotated overall

‘;,’." \
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Language repartition

Other | 149
Russian |]12
Balochi | ]13
Portuguese |15
Hebrew |15
Punjabi | |15
Vietnamese | |15
Bikol | 116
Cebuano |17
Arabic | 119
Macedonian | |21
Dutch | ]21
French |23

German | 128
Gujarati | 130
Slovene | 133
Marathi | 139
Mandarin | 151
Bengali | 52
Kannada | [164
Spanish | 071
Romanian | 1195

Telugu | 331
Hindi/Urdu | | 1]578
Malayalam | 625 ; | | |
English || | | | | | 2791 |
amil || | | | | | | 3502

0 500 1000 1500 2000 2500 3000 3500 4000
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Repartition by education

1% 1%

16%

55%

27%

“ Bachelors & High School Master & No formal education Ph.D
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Age repartition

800

1686
1727
1708

700 -

1658
647

600 -

500 -

1429
1388

1364
1351

400 -

1361

Number of users
1318

300 -

1205
1239
268
1230

200 -

1182
1177

1133

< 00

106
113
1137
\132

o1

100

; HH HHH ﬁﬁ%ﬂﬂﬁﬁ %NQFNEENNﬁ

18192021222324252627282930313233343536373839404142434445464748495051525354555657585960616263646667687172
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Nb of user distinct answer for image scheme (bp)

) 1answer  2answer @ 3 answer

h 3.8934

| 25.615
Yahoo —7&492
. 3.8462
24519
Blizzard .
=19.306 —
33.839
Slashdot -
:1.4778
| 18.966
Skyrock Fm.sw
21.729
| 140.576
Recaptcha 405
. =5.6893
| 125.821
Microsoft o
. =37.44
| 142,512
Mail.ru 20,048
=5.3333
Google 24 -
B | =731 116.597
ebay '—80.672
Di | 5.2036 20,503
99 F’m.ass
Captch t | 14.189 142.008
aptchas.ne 2,008
. =4.3678 e
| 21.839
Baidy 73.793
. 0.69124
Authorize | 13.825 y
| \ ‘ \ ‘ ‘ | ‘ | ‘
0% 20% 40% 60% 80%
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Nb of user distinct answer for image scheme (mk)
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Nb of user distinct answer for audio scheme
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Audio solving time
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Accuracy by education

Image captcha @ Audio captcha
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Solving time by education

Solving time for image
8 Solving time for audio .

50

seconds
|
|

9.6 8.49 9.36 9.16

Not formal  High School Bachelor Master

E. Bursztein, S. Bethard, C. Fabry, ]. Mitchell, D. Jurafsky How Good are Humans at Solving CAPTCHAs? A Large Scale Evaluation htt;//l,tl/ |


http://dontrythisathome.com/decaptcha/
http://dontrythisathome.com/decaptcha/

Image captcha accuracy time by language

@ Native speakers @ Non-Native speakers
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Image captcha solving time by language
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Audio captcha accuracy time by language
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Audio captcha solving time by language

@ Native speakers @ Non-native speakers
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Conclusion / ongoing work

® Captcha security rely on many different techniques
® Not clear how to design them well
® Ongoing work

® What makes a captcha hard/slow for human ?

® VWhat makes a captcha secure !
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Features interactions
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