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Web Security: How are we doing?
-

FBl Hoaxes Boost Online Fraud

By David Kravets B March 12, 2010 | 5:38 pm | Categories: Crime, Threats

Online fraud in the United States doubled to a reported $560
million in losses last year as illicit phishing expeditions by thieves

PCWorld » Web » Social Media

Your Facebook Profile May
Be Sold by Russian Hacker

A spammer/scammer named Kirloss is selling 1.5
million Facebook accounts for a few pennies
apiece. Yours might be one of them.




Problems with Passwords

Dictionary attacks (~ 1% choose “123456")
Phishing (~ 0.4% of users / year)

Password reuse across the web (over 5 sites)

Source: Florencio and Herley,

“A Large-Scale Study of Web Password Habits” (WWW ‘07)



Can we do better?




Snap?2

Use smartphones to enhance security & usability

Phones are: __
:
Always with us Selmr s uno Dl

Personal / individualized

Powerful

Internet-enabled, with adequate
memory and CPU, and rich sensors

Helping Grandpa Get His

rullh Tech On




Contributions

Security without loss of convenience.

Challenge /response authentication in a snap
Easy to learn, fun to do

No extra hardware™, no change to web paradigm

One-time-use credit cards in a snap

Leave no footprint



Web Authentication

The usual wa
—

2§ Gmail: Email from Google

« > C N T hnps:ffwww.google.com,fatcoun‘[s,.fServiceLogin?service:mail&passive=‘[rue&rm=false&mn‘[irE| r O~ F-

[7] Share this page with.. f Slashdot Stories (10) (1 Other bookmarks
e
Mal I Welcome to Gmail
by Google

A Google approach to email.

Gmail is built on the idea that email can be more intuitive, efficient, and useful. And maybe even fun. % =
Adter all. Gmail has: Sign in to Gmail with your

Gouogle Account

Less spam
Keep unwanted messages out of your inbox with Google's innovative technalogy. Username: l:l
ﬁ Mobile access Remvodl

Read Gmail on your mobile phone by pointing your phone's web browser to Stay signed in
http:figmail.com/app. Learn mare

Lots of space
QOver 7448.831607 megabytes (and counting) of free storage. Can't access your account?

Latest News from the Gmail Blog

: 2 . ; il?
3 Buzz tips: Deliver posts to your inbox. disable comments. and favicons for links NlewiloCrplzis fies andieasy:

Thu Apr 22 2010 [ l
We've been constantly updating Google Buzz, adding features that you've requested and making small Create an account »
tweaks that improve the experience ...

More posts »

About Gmail  New features!

©2010 Google - Gmail for Business - Gmail Blog - Terms - Help




Web Authentication
The Snap2Pass wa

L] Walcome Lo Gmad

* c > O F-

GmMail weesne e

A Google approach to amail.

Grnail 18 & few land of webmail, bult an the ides that ermod can be mone
intunree, efficient. and useful. And maybe even fun. After all. Grmad has!

Fast search
Use Google search to find the exact message you
want, no matter when it was sent of receed,

Lots of space
Qver 7396.992866 megabytes land counting) of free
storage so youll never need to delete another message.

Chat right inside Grmall

: it's pust ene chek to chat with the peopla you afready
SEHA « UG sem amail, You can even save your chats in your Grai

0 Wallet
Bccount. LS more

Mnalh i:‘l.'l".ii b
Read Gmad on your m & phe pinting yaur
& Log In i phone's web browser to hitp:ffgmall.comfapp. Leamn

marg

| fer your business, scheol. or organization with Google Apps.
s About Gmad  hiew featurest

©2007 Googls - Privagy Bolicy - Program Policies - Teemns of Use




Account Creation

Provider generates shared secret

Encode credentials in a QR code

, “key”: ... }



Logging In
—

7 QR encodes challenge and communication endpoint

CHALLENGE

RESPONSE

ZE: junction://sb
% /93042849

Account Services




Aside: Junction

Platform for multiparty interactions
Provider, browser, phone all communicate in one session
Junction provides communication and connectivity

Generate and consume QR code with 1 line of code

Messaging in a few more




Auth Transaction

3 Parties involved (phone, browser, provider)
HMAC challenge /response between phone /provider

Browser must know when session has been authenticated

Implemented as a chat transcript
Chatroom name is the challenge

All devices actively listen for messages

1> You have joined:

snap2pass.com/CHALLENGE

I> phone: {username: “letmein”, response: “RESPONSE”}
1> provider: {status: “AUTH_OK"}
1> browser: /me refreshes web page




Security Analysis

Offline phishing
Online phishing

Keylogging (client
malware)

Loss of device / theft

Malware on phone

Passive network attack

Vulnerable
Vulnerable

Vulnerable

N/A

N/A
SSL required

Secure
Loss of session

Secure

Revocable account

Vulnerable
Secure w/o SSL



Online Phishing

N
A hard problem.

1. Server uses geolocation to ensure browser/phone
are neadr

2. Verity sensitive transactions from phone

- dib -

Location 2




Extending to multiple domains

Multiple accounts for multiple domains

Single app, independent accounts

Account creation includes domain

User prompt helps prevent MITM

WELLS
FARGO

Log in to wellsfargo.com?

Get me out of here




Extending to multiple domains

Single account, multiple domains
OpenlD (implemented; requires username entry)
OpenPass (Reliant party generates challenge)

Public key cryptography



Usability
B

1 Comparison of SecurlD and Snap2Pass

o How 30 users feel using this system w/ bank

" How secure?
® How usable?

O—=NWAUNON-O




Web Payments
The usual wa

ThinkGeek :: Warpspeed ... =
psp!

<« C M % hitps//www.thinkgeek.com/brain/checkout/address.cgi?submitx=33&submity=13 H v O F-

[ Sharethis page with...  J& Slashdot Stories (10) [0 Other bookmarks

d Checkout! ]

Log into your account: Don't have an account yet?

Enter a password after entering your addresses, and
you'll get the automagical account benefits of:

m

quicker checkout with saved addresses and cars

E- o shared Wish Lists with friends and family
[¥] « detailed order history and tracking
g + eamed Geek Points and exclusive discounts and freebies
°
[
=
Checkout as a guest (or create new account):
Shipping Address: Billing Address:
County: [Unitea States [=]* (eauirec)
First name: | |*
Country: [United States |- * equired)
Lastname: | |*
First name: | |*
Company: | |
Lastname: | |*
Address: | |*
Company: | |
AptiSuite # | |
Address: | |*
City: | | .
AptiSuite #: | |
State: |—Please select— E'* | . -
i »




Problems with form-based e-commerce

Tedious to enter billing, shipping information
Risks associated with storing account in cloud

Might not trust site with credit card number at all

(All are especially true for mom&pop sites)



Web Payments
_ (The Snap2Pay Way)

n eeK il arpspeed ...
! ThinkGeek :: Warpspeed

€ C M ¢ nttpy//prplstanford.edu/junction/thinkgeek/ » O~ F-
[} Share this page with...  f Slashdot Stories (10) [ Other bookmarks

Scan here for mobile checkout

EHA  @E®

Snap2pay’ |

Accept
Payment




Benefits

“Should | let these guys save my credit card?”

Reduce time spent on checkout process

Without requiring per-site or centralized account mgmt.

Enhanced security

Phone negotiates one-time-use credit card number
Easily ship to anyone in your address book

Integrated receipts, tracking



Two Payment Modes

FORMFILL provides easiest integration

Also allows user to modify submission

PAYDIRECT provides enhanced security
Usable beyond the web, too



Direct Payments with Snap2Pay

CHALLENGE

VERIFY

VISA

RESPONSE




PAYDIRECT Challenge

. { Domain: “thinkgeek.com”
,challenge: “09a762c7de4df900daé5b”
,Price: “34.99 US"}”




Snap2Pay: Beyond the Web
—

The Meijer Team appreciates your business
01/26/09

Your fast and friendly checkout was p“rchasc

provided by FAS

gnter PIN 10
wxxxSAVINGS TODAY =% a
= TOTAL MELJER PROMOTIONS 7.97
% TOTAL NON-COUPON SAVINGS 6.94 =

= TOTAL COUPON SAVINGS OF 5.0 = .99
SRSUSUESNSlte eovan B IS S8 AL P e 099
GENERAL MERCHAND] . aﬁg
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== FREE item cT 1
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Y |
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2/4.00
was 2.75 now 2.00 F
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AEIUU?E%&JE MIR WIP LIGH
#2 /5.0 Helping Grandpa Get His
was 2.55  now 2.50 F b TechOn e 6 b O B~
*4440015130  GRTN SCAMPI goog!
was 7.99 now 599 F Share on Linkpang [ snap2puss 4 SnapiPey - Thinkgeek [ Other bockmarks

COUPONS

54610012050  Vendor Coupon
94610012050  EXTRA COUPON
57301010050  Vendor Coupen
57301010050  EXTRA COUPON
51254622476  Vendor Coupon
70099276 Vendor Colgon
53700065076  Vendor Coupon

;54440020078 Vendor Coupon =
54400020051  Vendor Coupon B AT, [T
The World's Finest & Fastest
TOTAL 2045 proposal pra Team Performance DOUBLE POINTS on FUJI BIKES FINAL 3 DAYS
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Snap2Pay: Beyond the Web

The Meijer Team appreciates your business
01/26/09
Your fast and friendly checkout was
provided by FASTLANE

*xxx SAVINGS TODAY =~ =x=x
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[ Otherbockmarks
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Related Work

Phoolproof (Parno et al.)

Use bluetooth + custom PC software

OTP on phone (Aloul, Zahidi)

Move SecurlD etc. to phone

“Seeing Is Believing” (Mccune et al.)

Use 2D barcodes for key exchange (unidirectional)



Conclusions

Phones are always with us, making them personal

Are also connected, have decent storage, and
reasonable processing power

QR codes allow cross-device communication without
modifying standard software stacks

Result: More security for web transactions, simplified
user interaction.



[Appendix]
N



Usability

1 Comparison of SecurlD and Snap2Pass

o How 30 users feel using this system w/ bank

30 -//

20 - W Prefer PWs
15 - m Use if requird

10 - " Prefer over PWs

0 | 1
SecurlD  Snap2Pass
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