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Server‐Client Architecture

The Web log is ``monetisable, because 
it provides a form of surveillance 
which is attractive to both 
commercial and governmental social 
control.’’

``surveillance becomes the 
hidden service wrapped inside 
everything we get for free.”

EbenMoglen, Professor of Law, 
Columbia University

http://www.h‐online.com/open/features/Interview‐
Eben‐Moglen‐Freedom‐vs‐the‐Cloud‐Log‐
955421.html
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The Omniscient Monopoly



Loss of Data Ownership



Tian‐Di‐Ren Architecture

Personalize the generic PC,
borrow the power, display, keyboard, memory
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Personal Data Management

TBs of personal data!

Person-Cloud Butler

32 GB instantaneously.
With you all the time,

Even when not connected.
Private.

Pocket Butler

Where is our data consumed? 



Network of Personal Clouds
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PrPl (Private‐Public) Data System

Social networking with true friends anywhere
• Active social interactions

• Sharing large volumes of data selectively

Ownership, privacy, comfort  more data  new apps
• Personal data management

• Better monetization with local personalization

API gives apps access to the network of personal clouds
• Easier to write and provision than facebook apps



Challenges

Distributed, real‐time P2P apps

• Junction

• Distributed computation 
on multi‐databases 

Sharing with privacy

• Access control

• “Spam filter”

• User friendliness 

Social Network of 
Personal Clouds



Sharing Personal Information

Share WithShare With

Catch up withCatch up with



Programming API

SociaLite: 
Location‐agnostic query language 
based on Datalog

FoaF(p) :‐ Friend(p)
FoaF(p) :‐ FoaF(x), Friend [x] (p)
FoaF‐CurrLoc (p,l) :‐ FoaF(p), CurrLoc[p] (l)
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Distributed Datalog Query

• Localization

• User‐defined functions

• Aggregate functions

• Pipelined execution



Social Multi‐Database
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Authentication

Personal 
Cloud 
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Directory

Data Stewards

App directly fetches blob from a Steward.

1. Butler self-issues a session ticket
2. Friend verifies with public key

1. OpenID login
2. Get a session ticket from Butler. 

Butler grants a blob ticket per resource. 



Social Flows: Facebook App

Extract social topology from your Facebook and Email data



Mobile Applications

Selected friends’
location history

photos

gps

music play history



Web Applications

Monica Lam     



Set‐Top Box Applications

Share personal data from friends’ Butlers on a TV



Semantic Photo Finder
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Future: Consult Your Social Network

Ask Seok‐Won SeongAsk Seok‐Won Seong



Tian‐Di‐Ren Architecture

Alternative: privacy‐invading server‐client architecture

• Collects personal data in the Personal Cloud Butler

• Friendly access control to allow easy sharing

KEY: Common API and platform to encourage apps
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