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Web Spamming: Example

#3 search result for the query “kaiser pharmacy online”

UNCOMMONLY (_"L&'f-‘»SI(_"AL.(_"()D\.

ONLINE SHOPPING EXTRAVEGANZAI

NAVIGATE

Lawyers

Loans

Magazines

Mortgage

Nurse

Pharmacy

Posters And Crafts TAEKE A LOOK AT S0OME OF OUR. TOP SELLERS!
Ringtones
Shoes

Ads by Goooooogle

Compounded Medications
Stock Market Guiality drugs, nationwide delivery Good prices, great customer
Sunglasses i 3
MeGuffCompoundingPharmacy. com
Theater

Viagra Pharmacist-CA

‘W recruit pharmacists for CA jobs . We represent the top CA
employers,

. ph arm acist-ca.com

Video Games

Pharmacy
HOT PRODUCTS Safe, Guality, Prescription Drugs Licensed Canadian Pharmacy

ZERO vanan. CanPharm.com

\> DOWNTIME Online Pharmacy
Host your Save on thousands of drugs. Local Pharmacy guality drugs
website on . uzamedzonline. com
5 machines!
ARTICLES

If you're looking for PHARMACY, Click Here!

FPharmacy is the profession of compounding and dispensing medication. More

recently, the term has come to include other services related to patient care

including clinical practice, medication review, drug information, etc. Some of

these new roles are now mandated by law in wvarious legislatures.
ABOUT US Fharmanista. therefore. are the nrimarw health nrofessinomals who nntitnise
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Web Spamming: Example

#3 search result for the query “kaiser pharmacy online”

Pharmacy is the profession of
UNCOMMONLY cLAssI{ compounding and dispensing

= Medication. More recently, the term
=+ has come to include other services...

GOSAAVA A miwwr iunrwwe

Lawyers
TAEKE A LOOK AT S0OME OF OUR. TOP SELLERS!
Loa n S i Ads by Goooooogle

Compounded Medications

M 0 rtg a g e Stock Market Guiality drugs, nationwide delivery Good prices, great customer
IErvice

Sunglasses 3
MeGuffCompoundingPharmacy. com

Ringtones e

V . Vil Gosiies \;\:p:oesc’:g:: pharmacists for CA jobs. We represent the top CA
jagra e s

Pharmacy
HOT PRODUCTS Safe, Guality, Prescription Drugs Licensed Canadian Pharmacy

ZERO vanan. CanPharm.com

DOWNTIME Online Pharmacy
Host your Save on thousands of drugs. Local Pharmacy guality drugs
website on . uzamedsonline. com
5 machines!

ARTICLES

If you're looking for PHARMACY, Click Here!

FPharmacy is the profession of compounding and djfpensing medication. More

recently, the term has come to include other segffices related to patient care

including clinical practice, medication review, grug information, ete. Some of

these new roles are now mandated by ¥aw in wvarious legislatures.
ABOUT US Fharmanista. therefore. are the nrimarw health nrofessinomals who nntitnise
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W/eb Spamming: Techniques

/Spamming = misleading search engines to
obtain higher-than-deserved ranking
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W/eb Spamming: Techniques

/Spamming = misleading search engines to
obtain higher-than-deserved ranking

Techniques
Spamming Hiding
Term Link Content Hiding Cloaking Redirection

/
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W/eb Spamming: Techniques

/Spamming = misleading search engines to

Techniques

/\

Spamming

PN

Term

Link spamming = building link structures
that boost PageRank score

Link

obtain higher-than-deserved ranking

Hiding
Content Hiding Cloaking Redirection

/
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Li/nk Spamming: Example

#1 search result for the query “switzerland ski”

2 Switzerland, Switzerland Travel Advice, Ski Switzerland, Skiing in Switzerland, Swiss Ski Resor - Microsoft Internet Explorer

The Activelifestyle Travel Network. Focused travel targeting at its hest = perfect results for buyer and seller.

lalyiski/resorts France/ski/Twlida

skdswitzerland.com
Termati.com

jungfraure gion. com
verhierswitzerland.com
zermatiswiizerland.com
holidaysswitzerland.com

skiausiria.com
stantonausiria.com
austrianariherg.com
lechaustria.com
stubaiaustria.com
tirolaustria.com
holidaysausiria.com

skiitaly.com
anstaitaly.com
COUTTIAYEUT.COTI
dolomitesitaly.com
livignoitaly.com
holidaysitaly.com

skifrance.com

holidayfrancais.com

dive-lastminute.com
golf-lastminute.com
holidays-lastminute.com
skd-lastminute.com

Asiafactivitiesidest Asia/activities/dest

travelthailand.com
hangkelthailand. com
pattayathailand.com
phuketihailand.com
thailandgelfmaps.com

asiandiveholidays.com
asianmp3.com
mpithailand.com

thailandpropertytimes.com

holidayseurope.com
holidaysineurope.com
EUTOPEANTESETVALO NS, COM
thailandhealthearetimes.com croatiancoastholidays.com  lux
sloveniancoast.com Tux

hesipriceeurope.conm
hesipriceausiria.com
hestpriceitaly.com
hesipriceswitzerland.com
hesipricefrance.com

hestpricethailand.com
hesipricezermait.com
hesipricecourmayeur.conm
hesipriceskding, com
hesipricegolfing.com

hestipricetouring. com
hesipriceverbier.com
hesipriceairline ticke ts.com
hesipriceairtickets.com
hesipriceivavelnetworkeom  hotelsinthealps.com

alpinesecreis.com
alpinesummer.com

alpinegolfcom
alpineslkinaps.com

luxuryalpinehotels.com
luxuryasianhotels.com
Twxuryasianresorts.com
1fdestinations.com
yachtholidays.com

alpineholidays.com

Tuxuryhotelsamerica.com
Tuxuryhotelscanada com
Twxuryislandresorts.com
Tuxuryhotelshangkolcom
Tuxuryskicom

activelifestylewoman. com
euroski-on-line.com
husinesstraveltoday.com

lakesmountainseurope.com  boolkhotelsdirect.com

artivelifestyle.com
activelifestylemallcom
gullibletraveler.com

Available Accommodation Available Accommodation

availableroomsthailand.com
availableroomszermatt.com
availahleroomsitaly.com
availableroomsfrance.com
availahleroomsaustria com

availableroomsswitzerland.com
availableaccommodationitaly.com
zermattaccommodation.com
zermattaparimaniregister.com

alpineaparimenire gister.com
apartmentaustria.com
aparimentsinthealps.com
aparimentslivigno.com
aparimentsswitzerland.com
apartmenisverbier.com

lakesmountainsaparimenis.com
livignoapartmenis.com
matterhornapartments.com
privatealpinehomes.com
verhierapariments.com
alpineholidayhomes.com

& Internet
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Li/nk Spamming: Example

#1 search result for the query “switzerland ski”

2 Switzerland, Switzerland Travel Advice, Ski Switzerland, Skiing in Switzerland, Swiss Ski Resor - Microsoft Internet Explorer @@@

skiausiria.com skiswitzerland.com v, . . .

stantonausiria.com zermatt.com i d d y
austrianariherg.com jungfrauregion.com ! g a S I a n Ive h O I I a S b CO m
lechaustria.com verhierswitzerland.com

stubaiaustria.com zermatiswitzerland.com g .' aS i a n m p3 . CO m

tirolaustria.com holidaysswitzerland.com

b | mp3thailand.com

Asia/activities/dest . .

el sinmiieholiagsen/” Wlingd thgjlandhealthcaretimes.com
anglo and.conu asianmpi.com 3

pattayathailand.com mpithailand.com

phuketihailand.com thailandhealthe are times.com c-maﬁ . th a i | a n d p ro pe rtyti m es . CO m

thailandgelfmaps.com thailandpropertytimes.com  sloveni

:

hesipriceeurope.conm hestpricethailand.com hestipricetouring. com alpineholidays.com activelifestylewoman. com

hesipriceausiria.com hesipricezermait.com hesipriceverbier.com alpinesecreis.com euroski-on-line.com

hestpriceitaly.com hesipricecourmayeur.com  hesipriceairlinetickets.com  alpinesummer.com husinesstraveltoday.com

hesipriceswitzerland.com  hesipriceskiing, com hesipriceairtickets.com lakesmountainseurope.com  boolkhotelsdirect.com

hesipricefrance.com hesipricegolfing.com hesipriceivavelnetworkeom  hotelsinthealps.com artivelifestyle.com
alpinegolfcom activelifestylemallcom
alpineslkinaps.com gullibletraveler.com

availableroomsthailand. com availableroomsswitzerland.com alpineaparimenire gister.com lakesmountainsaparimenis.com
availableroomszermatt.com availableaccommodationitaly.com  aparitmentausiria.com livignoapartmenis.com
availahleroomsitaly.com zermattaccommodation. com aparimentsinthealps.com matterhornapartments.com
availahleroomsfrance.com zermattaparimaniregister.com aparimentslivigno.com privatealpinehomes.com
availahleroomsausiria com aparimentsswitzerland.com verhierapariments.com
apartmenisverbier.com alpineholidayhomes.com

& Internet
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Li/nk Spamming: Our Goal

/ Detect pages that achieve high PageRank
through link spamming
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ngeRank Contribution

e




ngeRank Contribution

[
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ngeRank Contribution

/

p,f=c22(1-c)/n+c2(1-c)/n
po‘=026(1—c)/n+c(1—c)/n/

@
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Spam Mass: Definition

ﬂ Absolute mass

* Amount of PageRank
coming from spam

= Relative mass

° Fraction of PageRank
coming from spam

* More useful in practice

InfoLab Workshop e Stanford, March 22, 2006



Sgam Mass: Estimation

/ Ideally...

Po
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SBam Mass: Estimation

/ In practice...

( )—"
o P o
@ o

= Approximate the set of good nodes by a
subset called good core /

InfoLab Workshop e Stanford, March 22, 2006 —/ 16



SBam Mass: Algorithm

1.
2.
3.

Create good core
Compute PageRank scores p, and p;*

Compute estimated relative mass m. as
(Pi—p") /P

4. For all pages 1 with large PageRank
Mark page as spam if m, > threshold

/

InfoLab Workshop e Stanford, March 22, 2006 —/ 17




E;periments: Data

= Yahoo! web index = host graph
73.3M nodes
979M links

= Good core
High-quality web directory: 16,780
Governmental hosts: 55,320
Educational hosts: 434,000

InfoLab Workshop e Stanford, March 22, 2006



E;periments: Data

= Sample
0.1% of nodes with PageRank > 10x minimum
892 nodes
Manually labeled good, spam

» Relative mass groups (approx. same size)
Group 1:44 samples with smallest rel. mass

Group 20: 40 samples with largest rel. mass

/

InfoLab Workshop e Stanford, March 22, 2006 —/ 19



Experiments: Relative Mass
—

good
44
42, 42 42 43 42 anomalous
: 40 40 39 4
40} 39 38 38
35 l
- I
% 30}
Q ' spam
>
g) | llllll
% 20t ]
&
©
%) .

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

Sample group number

InfoLab Workshop e Stanford, March 22, 2006 —/20



Experiments: Relative Mass
—

/- Anomalies

e *.alibaba.com
* *.blogger.com.br
* Polish hosts = only 12 .pl in good core

InfoLab Workshop e Stanford, March 22, 2006 -/21



Experiments: Relative Mass
—

Total number of hosts above threshold

46,635
1 103,041
149,605
1 189,060
1 234,371
1 277,707
320,222
362,125
1 406,302
454,524
489,133

L
- 09 [ /Anomalous hosts excluded
o)
2 [
§ 0.8 [
Q
8 i
o 0.7
£
» !
W 06

05 [ Anomalous hosts included

098091084 0.76 066 056 045 034 0.23 0.1 0

Relative mass threshold
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Experiments: Relative Mass
—

0.98 091 0.84 0.76 066 0.56 0.45 0.34 0.23 0.1
0.8F & —e— 100% core -
—=— 10% core .
i J 0 A ~Oore d
S 07} .
(% [
O -
) it core
o s
qu, 06} -
® [ o
£
L)
LIJ b
05F -
0.4F .

0.98 0.91 0.84 0.76

066 0.56 0.45 0.34
Relative mass threshold

0.23

0.1

InfoLab Workshop e Stanford, March 22, 2006



Rﬁlated Work

* PageRank analyses
[Bianchini+2005], [Langville+2004]

* Link spam analyses
[Baeza+2005], [Gyongyi+2005]

* Link spam detection

Statistics: [Fetterly+2004], [Benczur+2005]
Collusion detection: [Zhang+2004], [Wu+2005]

= TrustRank
[Gyongyi+2004] /
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Conclusions

P
ﬂ Web spamming
Manipulation of search engine ranking
Focus on link spamming

= Spam mass
~ PageRank contribution
Useful in link spam detection

= Strong experimental results

Virtually 100% of top 47K nodes spam
94% of top 105K nodes spam

InfoLab Workshop e Stanford, March 22, 2006




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




